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Seems too good to be true
Contacted out of the blue
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Examples of Scams
The following is a genuine example from the PSNI website

https://www.psni.police.uk/globalassets/crime/fraud/fraud-alert-images/health-lottery-
uk-letter redacted.png

HEALTH LOTTERY UK

Head Office
LAYBOURNE HOUSE
ADMIRALS WAY
CAMARY WHARF
LOMDON E14 SUH

Cingnnai copy
Audit Control No. D2A610  1.D. Number 5868 1120 7341

County Tyrona

5T

Date: 2d,/07/2017

Ref Mumlers 20984427465

Batch Number: 745014832/ Winning Numbers

‘4 13 21 27 36 38 UL 45

I [lear , el s i = Sl

We are happy to aspcunce Eo you the result of the national health Lottery Bid award International

program held in London, United Kingdom. Your name attached to ticket number: BSE30 38510268 255

with Serial number 82013 drew the winning numbers: 4/13/21/27/36/38-45, which subsequently won you

the lottery award in the 3rd category. Your name has therefore been approved to claim a total sum
1 pf THREE HUNDRED AND FIFTY THOUSAMD POUNDS STERLING ({£350,000.00 POUNDS) credited to file Ho:

KPFC/3030108308/10. This is from a total cash prize of FORTY FIVE Million Pounds {£45, 000,000 POUMENE

shared among the first 200 lucky winners in this category.

Participants in this programme were randomly selected by computer from the database of the Hational
Health Service in the United Kingdom, winners in different categories emerged by computer through
random selection from a pool of over 12 million names.

Thie programme was designed and promoted by Heritage lottery fund, creative Scotland Care Trust,
community Global Trust, all funds used to promeote this programme came from unclaimed winning prizes
the previcus year, and this is the biggest ever non-ticket lottery played in the world, aimed at
changing the lives of many pecople. We hope that with part of your winning, you will help the less
privileged ones.

To begin your claims, contact BARRISTER PHILLIP FKNIGHT the Forelgn Service manager of HEXRGOH

Ll_ FINANCTAL GROUE, TEL: 0207-175-2656; Direct no.0796-3749-056 , from Monday-Friday, {%am-fpm), Cor
the processing and remittance of your money. Remember to guokte your reference number in all
correspondence.,

.
Finally all winning must be claimed not lacer chan 287 August 2017. After this Jdale, the antire
funds will be returned te che BOARD OF INTERNAL REVENUE UX as unclaimed. Furthermore should there
be any change on your personal details or address, de inform your claime agent as soon as possible.

E) Kote that once your procesaing fee is paid, you will receive your winmings in the [orm of a certified
cheque or Lf yvou regquest, by bank transfer directly into your bank account

Congratulations from our members of staff and thank you for being part of our program,

Sincerely yours

=13

For; President

Hixingon financial is o Governmenl-licensed Lotery Service Apency, which has been musketing Matioral.oteries 10 overseas subseribers for
ver 23 vears. Acting ns agents on behalf of Lotery players around the world, HFG makes it possible


https://www.psni.police.uk/globalassets/crime/fraud/fraud-alert-images/health-lottery-uk-letter_redacted.png
https://www.psni.police.uk/globalassets/crime/fraud/fraud-alert-images/health-lottery-uk-letter_redacted.png

# 1 Although the letter was addressed to a person it started ‘Dear’ and the ‘to whom’
was left blank.

# 2 It states that you have won £350,000 pounds, a large amount to entice you to
reply.

# 3 Also that you have been randomly selected, without even entering for the draw. It
only operates in GB (England, Scotland and Wales). Northern Ireland is not
included. There is also a charge to play it.

# 4 The phone number may have been spoofed and could be a premium rate
number, or a VOIP (Skype) type number.

#5 The fraudsters are always trying to rush you into contacting them, for fear you
might lose the prize (that does not exist)

# 6 They are requesting a ‘Processing Fee’ — This is a clear indication that it is

fraud. If you had won something there would not be such a fee. This indicates what is
known as an ‘Advanced Fee Fraud'.

Left blank for your notes



Most scam mail will contain all or
some of the following...
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Made to look
dazzling.

https://www.friendsagainstscams.org.uk/page.php?xPage=elearning.html|

Requests money first
before getting prize.

Made to look authentic
with directors name,
picture and signature.

Stamps are used to
make it look official.

Fake testimonials or
money back
guarantees to make

offer seem genuine.

Often says to keep their

winnings a secret.



https://www.friendsagainstscams.org.uk/page.php?xPage=elearning.html

Most scam emails will contain all or some
of the following...

Inconsistent Incorrect URL Poor spelling Pressure to Often contains Overuse of
email address. | /website links. | and grammar. respond. an attachment. capital letters.

From: MRS.E <hmrc._refund@intelite. info>
Date: 8 June 2016 at 16:33

Subject: Contact Western Union Office

Tox

Good day,

We have deposited your fund of $2.Smillion usd dellars through Westemn Union department after our finally meating regarding your fund,
All you will do is to contact westem union director Pastor Terry Cool { westem_money_transfer@outlook com ) He will give you direction on
how you will be receiving the funds daily. My agreement with them is 35000 daily until the whole funds is transfemed to you, Contact
westem union director Temy Cool send him your Full information to avoid wrong transfer such as,

Receiver's Name
Country.......
Phone Mumber...._..

Thouwgh, Temy Cool has sent $5000 in your name today so contact Terry Cool or you call him +229-62258844 as soon as you receive this
email and tell him to give you the Micn, sender name and questionanswer to pick the 35000 Please let us know as soon as you received
all your fund,

Best Regards.
MRS.E

Absent or Inconsistent Not addressed Vague or non Requests for
inadequate email subject and to a specific existent personal or financial
signature, content. person. subject. information.

https://www.friendsagainstscams.org.uk/page.php?xPage=elearning.html
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Go On

Some emails may try to extort money from you.

The example on the following page is a real email | received. | can confirm that the
password they refer to is a password | have used in the past. (I no longer use it which
is why | haven’t bothered to cross it out). This is just one version of an email designed
to scare those who receive it. Whereas this email threatens to expose me and my
personal data, other versions are designed to expose the user’s real or imagined
misuse of the internet (porn or illegal activities).

So how did they get my password?

Many companies have been hacked over the past few years including Adobe, eBay,
Yahoo and Dropbox to name a few. | subscribe to all of these so it could have been a
password | used for any one of them. At the time | would have received notification of
the breach and changed my password. Only the company that had been hacked
would have compromised as | use a different password for every website.

Once a website has been hacked the usernames, email addresses and passwords are
sold on which is how | received this email.

If you want to check if a password has ever been compromised go to :

https://haveibeenpwned.com/

and enter your email address. (If you have more than 1 email address you should
check them all).

Once you have typed in your
email address click on pwned?

Oh no — pwned!

on 9 breached sites and found no pastes (subscribe to search sensitive breaches)

You can see there are 9 instances
where this email has been used
on websites that have been
breached.

The example on the next page demonstrates the accurate use of a real password and
threatening language designed to make you part with your money.

If you want read more about this scam and how the experts have dealt with it go to:
http://uk.businessinsider.com/new-email-scam-uses-old-password-fake-porn-threats-
webcam-video-bitcoin-2018-7
https://www.techlicious.com/blog/is-the-porn-blackmail-scam-real/
https://www.tomsguide.com/us/sextortion-scam-username-password,news-27649.htmi
https://www.ph9.com/en-GB/email-scam-with-hackers-claim-they-have-your-
password/blog 10143



https://haveibeenpwned.com/
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https://www.ph9.com/en-GB/email-scam-with-hackers-claim-they-have-your-password/blog_10143

Example of a real bit coin scam email

You got recorded - wO0dstock

Save Yourself

To: Details “w

Hello, | know your password is:
w0dstock

Y our computer was infected with my malware, RAT (Remote Administration Tool), your
browser wasn't updated/patched, in such case it's enough to just visit some website where
my iframe is placed to get automatically infected, if you want to find out more — Google:
‘Drive-by exploit”.

My malware gave me full access and control over your computer, meaning, | got access to
all your accounts (see password above) and | can see everything on your screen, turn on
your camera or microphone and you won't even notice about it

| collected all your private data and | recorded you (through your webcam))!
After that | removed my malware to not leave any fraces.

| can send the videos to all your contacts (email, social network), on the whole web,
including the darknet where the very sick people are, | can publish absolutly everything |
found on your computer!

Only you can prevent me from doing this and only | can help you out in this situation.
Transfer exactly 900% with the current bitccin (BTC) price to my bitcoin address.

It's a very good offer, compared to all that horrible s**t that will happen if | publish
everything!

Y ou can easily buy bitcoin here:

www.paxful.com

WWWw coingate.com

www _coinbase._com

or check for bitcoin ATM near you, or Google for other exchanger.
Y ou can send the bitcoin directly to my address, or create your own wallet first here:

www _login.blockchain.com/en/#/signup, then receive and send to mine. My bitcoin
address is: 14WggoWch8bDkFY UtxP96qUgyEQxDZhsoZ

| give you 3 days time pay.

As | got access to this email account, | will know if this email has already been read. If you
get this email multiple time, it's to make sure that you read it, my mailer script is configured
like this and after payment you can ignore it.

After receiving the payment, | will remove everything and you can life your live in peace
like before.

Next time update your browser before browsing the web.




Tips for spotting a fake email on an iPad

7Goon

Below is a genuine invoice for a song purchased from iTunes (email & address have
been deleted for privacy reasons). On the following page is a fake invoice sent to an
unsuspecting customer, they both look very similar so how do you tell them apart?

#

Your real email will appear here

12 Apr 2017

MMOB226GZQ

wil T
ANTHELOGY

Learn ho

To cancel your

1-1097508370
129158361747

iTunes Store

Just Dropped In - To See What
Condition My Condition Was In

Kenny Rogers & e First Edition

Write a Review | Report a Problem

f you have any

Apple ID Summary - Terms of Sale + Privacy Policy

e ~t "N

opyric 017 Apple Distribution Internations
All rights reserved
justrial Estate, Hoilyhill, Cork, Ireland. Irelan AT Re

purchase within 14 days

Store Credit

Your real address/or the
last 4 digits of your credit
card will appear here

questions abol

w to manage your password preferences for iTunes,

TOTAL

out yo

oks and
QOKS and

m
]

@

our bill, visit iTunes Support

mpyjo’s iFad

Invoice

£0.79

£0.79

ADP olore purchases

of receiving this invoice, report a problem or contact us
Learn more about your right of withdrawal
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This is a FAKE invoice

Although very similar to the real invoice, it does not contain any personal details (in
this case nothing has been removed from the original email). There is nothing that
identifies the purchaser, for example, name, address or credit card number.

L

03 April 2017 Apple Store $59T99
M2MNSYJ056 175116838085
App Store
Clash of Clans, Box of Gems
Cancel Order $69,99
$69,99

t iTunes Payment Cancellatian

¢

Suspicious emails should not be opened. You can check directly with your credit card
company if any money has been taken out of your account. You can also check your
purchases on your iPad in the iTunes Store.

As the above phishing email (an email designed to trick you into sharing information)

is pretending to be from Apple you can report it to Apple by forwarding the email to:
reportphishing@apple.com.

The following tips can help you decide if an email is genuine or not.



o

f Go On

1. Check the sender’s email address
It says it comes from Apple but when setting up an email address you can choose how
your nhame appears to those who receive emails. To check who sent the email - hold
your finger on the name of the sender.

From: Apple

This is what appears when on the genuine
email. The email address ends with
apple.com suggesting that it came from the
Apple website.

The fake email says it has been sent from
Apple Stores. However, holding my finger
fo_replyBemad.apple.com on the name reveals the following
pddte VP information:

From: Apple Stores <applesupportgateway81785@&|ive.com>
Send Message Although it looks like it has come from apple

Contact support, the email address ends with

Share My Location @live.com and not apple.com, this is a bit
Creste New Contact suspicious.

Add to Existing Contact

Share

2. Is there anything suspicious about the email itself?

e Does it mention you by name or is it a general hello? — Although
we have changed it slightly the real email had my full name and
address, the fake email doesn’t mention any of my details.

¢ |s there anything else unusual? — The real email contains an
invoice that is in pounds sterling, whereas the fake invoice is in
American dollars. My apple account was set up in the UK and
any invoices should reflect this.

3. Where are the links taking us?
You should never open any links contained in suspicious emails. However you can
check where they go. As in the case of the name of the sender, links can say one
thing but take you to a totally counterfeit website. One way to check is to hold your
finger on the link. IMPORTANT - do not tap the link as this will open the website.
Holding your finger on the link will show you the details of the website you will go to if
you tap it.
You can see that the link Cancel Order on the fake email takes you to a website
address which looks very odd.

— / 1097508370 The ||nk on the
) : real email might
look a bit odd but

Open you can see that
oo Add to Reading List 1 In - To See' ' Itis part of the
Iy Condition W apple website.
Cory Rt Open
Share

10



'fGo On

General security tips

e Do not open or reply to emails from people you do not know

¢ Never email your personal or financial information

¢ Do not open attachments that you are not expecting or are from people you do
not know

e If you are unsure about a message that purports to be from your bank or a
website that you do use, do not use any of the links or contact details contained
in the email. Instead contact their official address, telephone number or go to
their main website by typing in the website address and follow up any queries.

e If you get an email about purchases with companies such as Amazon or Apple
— go to the website, log in and check your order history.

For more ways to stay safe online checkout:

https://www.nidirect.qov.uk/articles/be-secure-online

T0 STOP FRAUD

Take Five is a national campaign that offers straight-forward and impartial advice to
help everyone protect themselves from preventable financial fraud. This includes
email deception and phone-based scams as well as online fraud — particularly where
criminals impersonate trusted organisations. Led by Financial Fraud Action UK (part of
UK Finance) and backed by Her Majesty’s Government, it is being delivered with and
through a range of partners in the UK payments industry, financial services firms, law
enforcement agencies, telecommunication providers, commercial, public and third
sector organisations.

Why not take the Quiz to see how much you know?

https://takefive-stopfraud.org.uk/

11
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Online resources
Websites will give you more detailed information on scams and how to report them.
Here are some of the best examples:

NI Direct

The following is an example of information available from www.nidirect.gov.uk

nidirect \ tédireach

seirbhisi riaftais

government services

Help Feedback

Search nidirect

Information and services

Motoring

MOT and vehicle testing, vehicle taxand
registration. driver licensing. learner
drivers, driving for a living, road safety
more

Money, tax and benefits

Information on tax, benefits, welfare
changes, pensions, money abroad,
managing money and debt

more

Pensions and retirement planning

Employment

Employment terms and conditions,
redundancy. leaving your job, health and
safety at work, workplace disputes and
looking for work

more

Travel, transport and roads
Public transport, air travel, parking, bus
lanes and how to report problems with a

road or street
more

People with disabilities

Information and guidance about planning
for retirement including forecasting your
pension, how much income you will have

and when to retire

Government, citizens and rights

Information on government, living in
Northern Ireland, births, deaths,

issues

nidirect | téd

government services

Home News Contacts

marriages, civil partnerships and consume

Information for people with disabilities on
topics including employment. financial
support, accessibility and rights

more

Parents

Information for parents including your
child's health and safety, education, child
maintenance, childcare options, adoption
and fostering

more

ireach

seirbhisi rialtais

Help Feedback

Government, citizens and rights

2 » Births, deaths. marriages and civil partnerships
< » Consumer affairs and issues >

» Government

» Living in Northern Ireland

Popular information

- Book, change or cancel an
MOT/vehicle test appointment

- Universal Credit
- AccessNI criminal record checks

- The National Minimum Wage
and Living Wage

- Check your State Pension age

Popular services

- Book an MOT/vehicle test online
- Cold Weather Payment checker

- Apply online for an enhanced
check through a registered body

- Book, change or cancel your
theory test online I,\\)

- Book your practical driving test
online

nidirect | tédireach

seirbhisi rialtais

Home MNews Contacts Help Feedback

Home » Government, citizens and rights

Consumer affairs and issues

s Borrowing money

*» Buying goods and services

» Common consumer problems

» Contact Consumerline to make 3 complaint or ask for advice

» Holidays and travel

+ How to complain

ot against private industry

Scamwise
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Home » Government, citizens and rights » Consumer affairs and issues

nidirect | tédireach

government services

Scams

Scams are when criminals use lies and deceit to fool you into parting with your
cash. You usually get nothing in return and lose your money. Scams are getting
more sophisticated and difficult to spot so it's important to know what to look
for.

Spotting a scam

There are some signs that should set alarm bells ringing wherever you see them. Be
wary if:

e something sounds too good to be true

e you’re asked to give out personal or bank account information

e Yyou aren't given long to make a decision or you feel pressured into making one
immediately

e you’re contacted unexpectedly by a company or person you have never heard
of, by post, email, phone, text or on the doorstep

e you’re asked to pay anything up-front

« the only contact details are a mobile phone number and a PO box address

Common scams

The number of scams is growing all the time. Some of the most common types of
scam are listed below to help you recognise them.

Boiler rooms

Also called ‘pump and dump’, this is a scam where fake stock market traders contact
you unexpectedly, usually by telephone, and place pressure on you to buy shares.
The shares are either non-existent or close to worthless and so difficult to sell on.

You might be offered secret stock tips to make the process seem more believable or

sent fake share certificates to try to make the transaction seem legitimate. The
fraudsters will then disappear with your money.

13
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Face-to-face fraud

There are many legitimate door-to-door sales people, but some may not have good
intentions. You can be pressured into buying something that you don't want or that
isn't worth the money you pay for it.

Fraud by bogus tradespeople can take a variety of forms including

« fake charity collections

« selling you unfair or unsuitable contracts

« home maintenance or improvements that you are overcharged for or are badly
done

« potential thieves who are checking out your valuables once inside your home

Pension scams

Pension fraudsters will tell you that they know a way that you can get access to some
of your pension money before retirement. While you can make arrangements to
withdraw money from your pension early if you're 55 or over, it’s likely to be a scam if
you see claims that:

e Yyou can get cash before the age of 55
e Yyou can get more cash than under your current scheme
e you can have more than 25% of the pension value “released”

The fraudsters might charge you a fee and any try to get money from your pension
could leave you with a large tax bill.

Pension scams are on the increase. For advice on protecting yourself against pension
scams visit the Pension Regulator website at the link below.

You can also find out more about pension scams from the Financial Conduct Authority
(ECA) website.

Prize draws, sweepstakes and lottery scams

You could get a letter or email telling you that you have won a lottery, sweepstake or
other prize draw and offering you a large prize. The scam can then take different
forms. You might be asked to

« send a small amount of money as a processing fee or legal fee in order to claim
a non-existent prize

e prove your identity with a passport, which is then used by the criminals to steal
your identity

e provide your bank account details so they can pay the money in but this
information is then used to clear out your account

14
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e ring a special phone number to claim it - the call will be to a premium rate
number, take a long time and cost you more than the value of the prize

Property fraud

If someone offers you an opportunity to get rich quick by becoming involved in a
property scheme then there are a variety of ways in which they could be trying to
defraud you.

You might be offered a way to buy into a development that is not yet built. The people
offering will try to tempt you by making claims about the profits that you'll make. In the
case of a fraud, it will later turn out that the land is either farmland or derelict and will
never get planning permission or is unsuitable for development. There will be no profit
and you will lose your money. This type of fraud is also sometimes called ‘land
banking’

Alternatively, a fraudster might steal the title deeds to a property, pretend to be the
owner and then try to borrow money against the property

Vehicle fraud

There are a number of scams around buying and selling cars. You may be sold a
stolen vehicle or a cloned car where the details of the car have been changed to
match a legitimate vehicle. You could pay for a car that is never delivered to you or
take delivery of a car that isn't the vehicle that you paid for.

Financial scams

The Financial Conduct Authority (FCA) website , has information on scams involving
financial services such as investments, banks and pensions.

Online scams

Some of the most common scams rely on the internet and email. Learn about some
different types of internet frauds below, including how to protect yourself and where to
learn more.

Advance-fee fraud

This is sometimes known as the ‘419 fraud’ or ‘Nigerian bank scam’. As part of the
fraud, you'll receive emails from people claiming to be ex-ministers or royalty from
other nations asking if they can use your bank account to deposit a large sum of
money in order to move it out of their country. They will normally offer to pay you a
fee.

They will ask for your bank details and may also ask you to send money to cover legal

fees and other expenses. However, there is no money and you will lose any money
that you have sent.
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Dating fraud

Some fraudsters will connect with you on a dating website. They’ll be up-front about
living overseas and will email you, getting to know you over time and becoming
affectionate and romantic. Then, when you have become involved, they will start
asking for money for a sick relative or for a plane ticket to come and visit. They will
take your money but never appear.

Health scams

If you see an email or an advert for a ‘miracle cure’ for baldness, cancer, impotence,
acne or weight loss, then do not open the email.

You could be offered something that appears to be a legitimate alternative medicine
but doesn't actually work. Or you might think you are getting drugs and medicines very
cheaply or without a prescription but they may not be the real thing if they actually turn
up at all In some cases these fake medicines can actually damage your health

Job scams

There are a variety of job scams which range from promises of a new career, where
you’re asked to pay up front for training or materials, to being offered non-existent jobs
abroad where you are then asked to pay a fee to organise visas and accommodation.

You might also get caught by a work at home scheme where you are told you'll make
easy money. You may have to pay a fee up front to register, buy products to sell or
recruit other people to take part. However, the ‘leads’ or products turn out to be
worthless and your registration details may be sold on to other scammers.

To avoid ‘business opportunity’ frauds, look out for:

e business opportunities that seem too good to be true

e adverts that suggest you can sit back and the business runs itself

« contact details that include mobile phone numbers starting with 07

o email addresses that end in web mail addresses such as @gmail, @yahoo and
@hotmail

« people who are difficult to contact, who you have never met and you are unable
to prove who they are

Money mules
Here you could unknowingly end up breaking the law and helping criminals by using

your bank account to take delivery of, and then forward, stolen money and be paid a
commission for helping. You would be breaking the law by money laundering.
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Online auction fraud

With the growth of online auction sites, there are fraudsters who will pose as fake
buyers. These criminals appear to pay for the goods that you then send to them. The
problem is that the payment bounces. Or there could be fake sellers who take your
money but don’t send the goods, or send something that’s less valuable or very
different from the description.

Pharming

This is when hackers re-direct the traffic from a genuine website to another, such as a
fake e-commerce or banking site. This is a difficult scam to protect yourself from as
although you've entered the right address to bring you to a particular site, you're still
sent to a fake one to try to get your personal information.

In order to protect yourself you should:

o make sure that you're using a trustworthy internet service provider (most are)

o make sure that, once the page has loaded, the URL (website address) that you
have entered hasn’t changed to a slightly different spelling, perhaps with
additional letters or with the letters swapped around

o make sure, when you reach the point at which you are asked to type in banking
passwords and usernames, that the http in the website address has changed to
https, as the ‘s’ stands for secure

o make sure you always have the latest version of antivirus software by installing
regular updates

Phishing

Phishing is where someone tries to trick you into revealing personal information like
your bank account details. A common trick is to send you a fake email pretending to
be from your bank or another organisation you trust like HM Revenue & Customs or
PayPal. This email will ask you to visit a website and log in with your account details.
The site looks just like your bank’s website, but is really a fake site set up by criminals
to get your details.

Email is the most common way of doing this, but you might be targeted by text
message or by phone. If you're suspicious, ask to call them back and see if the

number matches your bank’s real phone number. Make sure you get a dial tone
before you call, in case the scammer has stayed on the line.

The Little Book of Big Scams

The Police Service of Northern Ireland (PSNI) has produced an anti-fraud advice
booklet designed to help the community protect themselves from fraudsters
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Go to the Financial Conduct Authority website and search for Scamsmart
https://www.fca.org.uk/

CONDUCT
AUTHORITY

About us Firms Markets Consumers News Publications

From here you can take the Pensions Scams Quiz. Or check the FCA Warning list
about an investment or pension opportunity.

The example below is an investment opportunity to buy gold.
e — e —— T—— — —— ———

- Select - -
Bamboo TChOeHQWHEAAYASAAEgIq2vD_BwE
Sgﬂ:dr: ReLES res P MICSHR:Llogintot: @3 Scamwiseni | nidirect Busted Halo 2017 Ac

Carbon credits SUITS Trom our latest STy

Cryptocurrency (e.g. bitcoin) d read our press release.
Diamonds

Foreign exchange

Graphene

Hotels

International forestry
Land for development
Land overseas
Overseas agriculture
Parking

Pension loan/liberation
Pension review
Pension: other
Precious metals -

here

-

Gold h

Telephone A4

You will be given some information relating to your answers

ScamSmart home > Check an investment > About the investment > Check Warning List > Results and next steps

Gold is not regulated by the FCA.

WARNING: The FCA believes many of these investments are scams.

Because gold is not generally regulated by the FCA, your investment is not protected by the UK's Financial Services Compensation Scheme.
If something goes wrong, you're unlikely to get your money back.

AIf you've been cold-called about an investment, it's probably a scam.

You should treat unexpected phene calls about an investment with extreme caution.

The safest thing to do is hang up.

Be wary if you've been approached about your pension

Scammers often target pensions, so be very wary if you've been approached about your pension.
You should only accept financial advice from someone who is FCA autharised.

When you have
answered the
guestions click

Next step

Check if the firm is on cur list of firms to aveid.

You can also check if the company has a reputation for dodgy deals

Click here to see a
list of firms to avoid
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Action Fraud website
www.actionfraud.police.uk

REPORT FRAUD  CALL US 0300 123 2040 CYMRAEG ENGLISHv | LOGIN

ActionFraud
NNational Fraud & Cyber Crime Reporting Centre.

""" 0300 123 2040 %"

REPORTING TYPES OF FRAUD PREVENTION NEWSROOM ABOUT US O\

Start reporting

Please select the option that best
describes you:

o 24/7 LIVE CYBER REPORTING Report a crime,

: "\ FOR BUSINESSES see the latest
—— . - news and alerts

or chat live to an

advisor.

Chat here with one of our agvisors.

Click here to chat now ( O

This website uses cookies. You can manage or block these using your browser setting FIND OUT MORE m

NEWS & AL

Smillion ALERT / 30-07-2019
people at risk
of engaging with

pensions scams

Fraudsters targeting people with offers of ‘free’ or ‘low cost’
government grants and loans.

Members of the public are being contacted by fraudsters who are offering ‘free’
or ‘low cost’ government grants and loans.

.. KA
SHARES

NEWS / 26-07-2019

Be ScamSmart wi

NEWS / 07-08-2019
Betting fraudsters ordered to hand over thousands of pounds

5 million pension savers could put their retirement savings at risk  following reports to Action Fraud and Sussex Police investigation

to scammers
Two Brighton men, already sentenced for money laundering in a horse race

New warning from the Financial Conduct Authority (FCA) and The Pensions betting fraud, have now been ordered to begin to repay some of their £3.5
Regulator (TPR). million criminal profits.

If you want to find out more about local scams have a look at the PSNI website.

PSNI
www.psni.police.uk/crime/fraud/fraud-alert-noticeboard/

guidance about emerging scams and threats to your personal information and

finances we will post it here. If you would like further advice please vist our Fraud
information pages which explain how to protect yourself from personal and business
fraud

FRAUD NOTICEBOARD

» 09/08/17 - Health Lottery UK scam

v

24/07/17 Suppliers & Storage Facilities - Distribution Fraud (Business)

» 25/04/17 - Two Factor Authentication Keeping People Safe

» 25/04/17 - Avoid Ticketting scams

» 25/04/17 - ATM Skimming

» 06/04/17 - Law Abiding Citizen Alert I}
The Little Book of Big Scams

» 04/04/17 - PBX/DIAL-Through Fraud Threat to Buisnesses/Schools The Little Book of Big Scams is your
comprehensive guide to how scams

» 14/12/16 - Phishing Scam - Something to look out for operate, how you can fall victim to
fraudsters and most importantly, how you

> 16/12/16 - Amazon Gift Card Scam can protect yourself and spot the scam.

» 14712116 - Maney Muling Scam Click the button to get your copy

» 14/12/16 - Action Fraud - Investment Fraud DOWNLOAD THE GUIDE


file://///lni.net/nilibraries/Departments/Learning/Go%20On%20NI/Word%20versions%20of%20modules%20for%20editing/www.psni.police.uk/crime/fraud/fraud-alert-noticeboard/

ICO

Information Commissioner’s Office
https://ico.org.uk/

The UK’s independent author
rights in the public interest,

7 set up to uphold information
moting openness by public

bodies and data privacy for individuals.

Home  Your data matters  For organisations  Make a complaint  Action we've taken  About the ICO

South Wales firm fined
£60,000 for nuisance texts

& July 2018

Company failed to comply
an Information Notice is
prosecuted

03 July 2018

\ Vo—
“\i\lh-f" -
ICO Grants Programme launches second round

of funding for research into innovative privacy
solutions

1CO response to
Ticketmaster incident

29 June 2018 Meet the

More news and blogs =)

° Your data matters

For the public
Your right to get

27 copiesofyour =
== data o )
— == Your right to get hocd

f 3) | vour data deleted |
‘ [ weo]
¥ /ﬁ

¢ [

For organisations
Public badies, privat sactor, sole traders
General Data

Protection

Regulation (GDPR)

Your right to
data portability

Data Protection Act
Your right to 2018
get your data.
corrected Freedom of

information

Micro-business

Make a complaint

Take action

Pay fee, renew fee or
register a DPO

Commissioner

Take action

Pay fee, renew fee or
register a DPO

Report a breach

Make a complaint

Report a breach

-

£

&

Make a complaint

Meet the

Commissioner

If you have concerns about an organisation's information rights practices, report it to us.

Need help? Start a live ch

Nuisance calls and messages

If you have received unwanted
electronic marketing, for example via
telephone, email or text, report your
concern to us.

Your personal information concerns

If you have had a problem accessing
your personal information from an
organisation, or if you're concerned
about how an organisation has handled
your information - if the information is
wrong, they have lost it or disclosed it
to someone else - tell us.

Cookies

If you're concerned about the use of
cookies on a website, you can report
your concerns to us.

or call our helpline on 0303 123 1113.

Select the relevant
topic or chat live to
an advisor

Official or public informt

If you have had a problem accessing or
re-using official or public information
that you've asked for from a public
body - tell us about it.

Internet search results

If you have asked an internet search
provider to remove links to information
about you and they have refused, tell
us about it.

EU-U.S. Privacy Shield

If you have a concern about the way
your data has been handled when it
was transferred to the United States
using the Privacy Shield, you can
report your concern to us.
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Register with the TPS
Telephone Preference Service
http://www.tpsonline.org.uk

Telephone Preference Service

The free opt out service enabling you to record your preference
on the official register and not receive unsolicited sales or
marketing calls

register?

This free service gives you the opportunity to
opt out of receiving unsolicited calls. Once
registration is complete telemarketers are
legally bound not to call you.

HOME

Reguster

MAKE A COMPLAINT Thank you for choosing to use the service. Remember, it is a legal requirement
for telemarketers not to call a TPS subscribed number after 28 days, but you
WHAT IS TPS? should start noticing a gradual decline from registration
TEXT TO REGISTER If you are registering a mobile number why not download TPS Protect. You can
use this to register, join our growing community of those that complain about
STILL GETTING CALLS nuisance callers to enable regulators to take action, but most importantly TPS
Protect provides protection to you by identifying incoming scam and nuisance
BOGUS TPS CALLS calls
WHAT IS CORPORATE TPS? t only takes a minute to register your details and the information you provide
will inform our future development, providing a broader view of the current
FREQUENTLY ASKED QUESTIONS environment and how we can help
AM | REGISTERED? 1. Please select the opticn which applies to the mobile or landline you wish to
register.
OFCOM CONSUMER GUIDE Residential
- Sole trader
HELPFUL LINKS Partnership
Limited company (Including organisations such as Hespitals, schools,
LICENSEE INFORMATION & LIST Government Departments and other Corporate subscribers.)
L
PRESS ENQUIRIES e
CONTACT US

cvuraes | A |[AlA

CONTACT MAKE A COMPLAINT

Protect

Mobile App TPS Protect.
simplified registration,
complaint filing AND scam
and nuisance call protection.

DOWNLOAD NOW

TPS deals with unsolicited tele sales calls. If you receive silent or abandoned calls

you can complain to Ofcom

www.ofcom.org.uk

Lymraeg

Ofcom may be able to help you
complain about, or report, issues
relating to phone and postal services,
and TV or radio programmes.

Fed up recelving nuisance calls and
messages? Find out what action you
can take to protect yourself.
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What is 5G?

Phones, telecoms and internet > What is 5G?
TV, radio and on-demand > Read our guide to 5G to learn

about some of the benefits the
Postal services >

new technology could bring >>>
Spectrum >
Consultations and statements >
Research and data > Price comparisor
About Ofcom > 'y I
Manage your licence >

e Report a complaint or an issue e Nuisance calls and messages Ofcom broadband and mobile

Pay your licence online checker app

Check mobile coverage and find out
about broadband speeds and
avallability in your area.


http://www.tpsonline.org.uk/
http://www.ofcom.org.uk/

You will be asked to complete
an online form.

Call details

Is this complaint about:*
S An abandoned call

DSilent calls

Did you receive the call to your mobile or landline™*
CMobile

“Landline

What company do you use to provide the above sarvice?

| do not wish to prowvide this information

Please provide the number that you were called on:

| do not wish to share my number

Are you able to provide a specific time at which you have received a call™

DYes
ONo

How often do you receive this type of call*

—MNone— v

Please choose the statement which most closely describes the way you felt
when you first received the call:*

~Mena- ¥

Please provide the number which has been calling you (this can be obtained
by calling 1471 or via caller display on your telephone):

There was no number presented with the call.

| did not check whether there was a number presented with the call (Le. by
dialling 1471)

Ofcom also provide information on how to reduce nuisance calls

Ways to block different types of calls +
Register with the Telephone Preference Service for free +
Look carefully at the marketing o
Consider going ex-directory +

What to do when you receive nuisance calls and messages

Consider screening your calls

Ask for the caller's details

Don't give out your personal details

Make a complaint

If you receive an automated marketing call

If you receive spam texts...

+
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Stopping Junk Mail

You can also register to reduce the amount of junk mail you receive.
www.mpsonline.org.uk

LT3
PREFERENCE
56

What is mps? Take a tour Register FAQ Complaints Your choice

UK consumers generate millions of pounds of postal
sales per year, the majority welcome the information
and special offers they receive by post. However,
some people might take a different view.

The MPS is here to make your choice known - So you
get the mail youwant and need.

66 | now receive the important mail | care about
but not the stuff | don't and the process was

If you have suffered a bereavement or just want to stop really simple o set up.

unsolicited mail register with the MPS.

Click hereto/> 4 Q i

rengter Register Complaints MPS Licence

Stop unsolicited mail Make a complaint Licensee site

The MPS is unable to stop unaddressed leaflets. If they are delivered by Royal Mail
you can register with their Opt-out service:

Door to Door Opt Outs
FREEPOST RLZL-LHZH-JZHT
Royal Mail Customer Services
PO Box 740

PLYMOUTH

PL9O 7YB

T:0345 2660858

E: optout@royalmail.com
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Identifying trusted websites

Be wary of any websites offering you deals that seem too good to be true.
If you are signing up for something how easy is it to cancel?

Have you checked the small print?
Do you trust the website?

Who published the website?

Are they trying to sell you something?

HelpiSave The

C NORTH
SHNEE OCTOPUS

From

About HELP! FAQs Sightings Media Activities Links

THE PACIFIC NORTHWEST TREE OCTOPUS

The Pacific Northwest tree octopus ( Octopus paxarbolis) can be found in
the temperate rainforests of the Olympic Peninsula on the west coast
of North America. Their habitat lies on the Eastern side of the Olympic §
mountain range, adjacent to Hood Canal. These solitary cephalopods
reach an average size (measured from arm-tip to mantle-tip,) of 30-33
cm. Unlike most other cephalopods, tree octopuses are amphibious,
CEPHALONEWS spending only their early life and the period of their mating season in
their ancestral aquatic environment. Because of the moistness of the
2017-12-27 A New Spedies Of rainforests and specialized skin adaptations, they are able to keep from
ﬁ:z:’:gof:"ppl:fn"s?;:tee" becoming desiccated for prolonged periods of time, but given the chance
(Earther) they would prefer resting in pooled water.
Some previously assumed
Giant Padific Octopuses An intelligent and inquisitive being (it has the largest brain-to-body ratio . :
(Enteroctopus doflein)) have for any mollusk), the tree octopus explores its arboreal world by both | Rare photo of the elusive tree
been found to be a separate touch and sight. Adaptations its ancestors originally evolved in the three oclopus
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Bank Card Security

Vigilance is required when using your bank cards in shops or at ATMs. The following
are some tips to help keep your details safe.

Keep your PIN private — you will never be asked by the bank or the police to tell
them what your PIN is. Nor will they ask you to write it down. (If they do itis a
scam).

Always shield your hand when entering your PIN so that it cannot be read over
your shoulder, or by a hidden camera on an ATM

Don't keep your cards in easily accessible pockets or open bags.

Ensure your card is always visible when making a payment. (Don’t give it to a
member of staff to take away).

Ask for a receipt to make sure you were charged the correct amount.

Check bank statements regularly and report any unusual charges no matter
how small.

Report any lost or stolen cards as soon as possible.

Store contactless cards in protective wallets to prevent your details being
scanned.

When using an ATM look out for anything that looks suspicious:

Cash dispensers that have been jammed with a screw

A wider card slot than normal or a loose or blocked card slot.
A loose PIN pad

People loitering or advice from “helpful” strangers.

If your card or money are not released by the ATM contact your bank straight away.
If you suspect an ATM has been tampered with report it to the police. Do not remove
any devices as criminals may be nearby.
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Scams and how to avoid them

What does the Scammer want?
e Money or goods

i

Go On

e Personal information that can then be used to steal from you or sold onto others

Some of these scams can appear in multiple formats, by post, by email or an offer on a website.

Door Step Scams

Y

Doorstep caller

Bogus callers

Postal Scams

Lottery/prize draws
Catalogue scams
Clairvoyant scams
Inheritance scams

Vishing

Smshing

Investment/boiler room scam
Pension scams

Computer scam

Phishing
Pharming
Romance scam

Impersonation of UK officials

¢ Selling faulty or overpriced products or services.
¢ They can often use high pressure selling techniques
e They may distract you whilst someone else attempts to enter your home.

¢ Claims you have won money that they will send for a small fee

¢ Sells worthless or misleading products

¢ Offers predictions and then requests money for more information
¢ Contacted by an “official” stating you are due money from a will

e This is a call used to attempt to steal personal information

¢ SMS text that can be used to attempt to steal personal information
¢ A phone call offering shares that may be overpriced or non-existent
¢ A call with an offer of upfront cash when you cash in your pension

¢ States there is a problem with your computer and offers to help

¢ An email designed to trick you into revealing personal information

e You are directed to a website that looks like a real or legitimate one.

¢ A confidence scam designed to gain affection and then extort money. Can
be emails, phone, Facebook and dating websites

¢ Pretends to be a UK official saying you are due money or must make an
urgent payment



10 Golden Rules (Abbreviated from the little book of big scams by scamwiseNI)
You can access the booklet at https://www.nidirect.gov.uk/publications/little-book-big-scams

1. Be suspicious of all “Too good to be true” deals

2. Do not agree to offers or deals immediately

3. Check the credentials of the company or individual

4. Never send money to someone you do not know or trust

5. Never give banking or personal details to anyone you do not know or trust
6. Go directly to a website. Do not click on a link in an email.

7. Do not rely solely on glowing testimonials

8. Get independent/legal advice where money or commitment is involved

9. If you spot a scam REPORT IT

10.Never be embarrassed to report a scam

How to report a scam
A scam is a crime, and should be reported.

If you feel that you are in immediate danger you should call 999

You should call the PSNI on 101 when:

fraud is being committed or recently occurred (within 24 hours)

you know the suspect and they reside in Northern Ireland

the victim is perceived to be vulnerable, through age, mental or physical impairment, or in need of care and support

you believe that it is important to report the incident to police in order that they can secure and preserve evidence or prevent
loss, (ie. CCTV, recover large amounts of money transferred from bank accounts before the criminal can remove it).

If the above does not apply you can report the scam to Action Fraud

You can call Action Fraud on 0300 123 2040 (call costs the same as a call to a local landline number)
You can fill in an online form on:

www.actionfraud.police.uk

For more information on reporting a scam Vvisit:
https://www.nidirect.gov.uk/articles/report-suspected-scam
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Useful Websites

If you have been a victim of fraud or would like further information then please visit
one of the websites listed below:

Action Fraud https://www.actionfraud.police.uk/

AGE UK https://www.ageuk.org.uk

Citizens Advice https://www.citizensadvice.org.uk/nireland/
Elder Abuse https://www.elderabuse.org.uk/

Digi-PAL www.digipalni.org

Fraud Watch https://fraudwatchinternational.com/

Get Safe Online https://www.getsafeonline.org/

Lifeline: 0808 808 8000 http://www.lifelinehelpline.info/

PSNI Cyber Crime Unit https://www.pshi.police.uk/crime/
Samaritans: 116 123 https://www.samaritans.org/

Libraries NI is not endorsing or promoting any product, service or company mentioned in this document
and other products are available
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